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rule Kaspersky_Email_Send_Malware  
{ 
    meta:        
        description = "This is a malware sending info through email(mail.bg)"  
 
    strings:  
        $servicename  = " DriverManager "  
        $sendmailaddr1 = "lovest000@mail.bg"  
        $sendmailaddr2 = "ennemyman@mail.bg"  
        $sendmailaddr3 = "happylove@mail.bg "  
        $passwd  = "5tgb%5EYHN"  
        $recvmailaddr  = "iop110112@hotmail.com"  
        $RC4Key = " rsh!@!#"  
        $RSAKey = {06 02 00 00 00 A4 00 00 52 53 41 31 00 04 00 00 01 00 01 00 A1 08 71 ED}   
 
    condition:  
        $servicename  or any of ($ sendmailaddr *) or $ passwd  or $ recvmailaddr  or $RC4Key or $ RSAKey 
} 
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